Business Continuity & Resilience Services

Businesses face so many challenges in today’s marketplace that can

disrupt operations or interrupt a supply chain, including:

» Cyber attacks
« COVID-19

* Natural disasters

Having a plan in place and being prepared to successfully
manage these situations should be a critical component of any

operating model.

The turbulence of 2020, especially the global COVID-19 pandemic,
revealed to many organizations just how underprepared they are to
effectively respond to and recover from major business disruptions

or crises.

Organizations suddenly found they had to deal with unprecedented
direct and indirect challenges to their businesses, including major
supply chain disruptions, sudden shifts in customer demand and
increased cyberthreats since a large portion of the workforce was
operating remotely.

However, the incidence of these types of threats was escalating well
before COVID-19, as were threats posed by workplace violence,
societal unrest and natural disasters as a result of climate change.

To make matters worse, organizations are now faced with increased

costs for insurance coverage as a result of a hard market.

Building resilient and recoverable operations has proven to be more
difficult than ever. Organizations often struggle to develop a
comprehensive yet pragmatic business continuity management
framework to identify, assess and manage threats/vulnerabilities.

Underpreparedness has consequences. A minor incident can
escalate to a major crisis that can consume an organization, and
impact its brand/reputation and financial results for months, if

not years.

According to Oxford Metrica, “Of the companies that faced a crisis,
on average, more than three-quarters experienced a 20%-30% drop
in their stock price as a result of the way the incident was managed.”

For companies to achieve long-term resilience, they must be agile
enough to respond and recover from any crisis, regardless of its
nature or origin.

If COVID-19 taught us anything, it is that the ability to recover critical
business processes builds confidence among key stakeholders such
as employees, regulators, customers, investors, the media, the public
and insurers.

Resilient organizations manage uncertainty. As a trusted partner and
advisor, Gallagher’s Business Continuity and Resilience Services
team works with organizations to first assess their level of business
resilience and then develop custom programs to improve it. We have
developed business continuity, crisis management, crisis
communications and supply chain risk management programs for
clients in virtually every industry.

Oxford Metrica study 2020
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Gallagher CORE360° is our unique, comprehensive approach of
evaluating your risk management program that leverages
analytical tools and diverse resources for customized, maximum
impact on six cost drivers of your total cost of risk.

When evaluating potential crises you may face, it’s important to
focus on Uninsured & Uninsurable Losses to identify any risks

you have that are either uninsured or uninsurable.



http://www.oxfordmetrica.com/public/CMS/Files/1769/OxfordMetricaPwCReputation.pdf

Business Continuity

A business continuity plan reduces the operational impact of an
incident by directly targeting the recovery of an organization’s value
drivers—those business processes that directly drive revenue and
reputation—and enables an organization to recover more efficiently

and effectively following a major business disruption or crisis.

Crisis Management

Crisis management plans prevent or mitigate risks to people, brands,
reputations and financial results, and provide the overarching
framework for all response and recovery activities within the
organization. Moreover, these plans improve coordination and
accelerate decision-making at all levels of an organization in the
event of a crisis.

Crisis Communications

Crisis communication plans communicate promptly, accurately and
confidently to all stakeholders during an incident or actual crisis, and
enable organizations to better coordinate internal and external
global communications with media, employees, regulators,
customers, investors and the public at large.

@
Gallagher

Insurance ’ Risk Management | Consulting

m The Gallagher Way. Since 1927.

Supply Chain Risk Management

A supply chain risk management program will help assess and
manage third-party risks and vulnerabilities to ensure that
products/services continue to be delivered both during and
following a major disruption.

Leaders Where it Counts

Gallagher was founded on a culture of ethics, service and a
common interest-doing what’s in our clients’ best interest, not
ours. That’s one of the reasons why Gallagher has been named as
one of the World’s Most Ethical Companies® by Ethisphere for ten
consecutive years.

We are proud to be the only insurance broker to receive this
recognition honoring companies who understand the importance of
leading, making hard but values-based decisions, and exemplifying
overall commitment to integrity.
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Connect With Us

Gallagher provides insurance, risk management and consultation services for our clients in response to both known and unknown risk
exposures. When providing analysis and recommendations regarding potential insurance coverage, potential claims and/or operational

strategy in response to national emergencies (including health crises), we do so from an insurance/risk management perspective, and offer
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broad information about risk mitigation, loss control strategy and potential claim exposures. We have prepared this commentary and other

news alerts for general informational purposes only and the material is not intended to be, nor should it be interpreted as, legal or client-
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specific risk management advice. General insurance descriptions contained herein do not include complete insurance policy definitions,

terms and/or conditions, and should not be relied on for coverage interpretation. The information may not include current governmental or
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insurance developments, is provided without knowledge of the individual recipient’s industry or specific business or coverage
circumstances, and in no way reflects or promises to provide insurance coverage outcomes that only insurance carriers control

Gallagher publications may contain links to non-Gallagher websites that are created and controlled by other organizations. We claim no
responsibility for the content of any linked website, or any link contained therein. The inclusion of any link does not imply endorsement by
Gallagher, as we have no responsibility for information referenced in material owned and controlled by other parties. Gallagher strongly
encourages you to review any separate terms of use and privacy policies governing use of these third party websites and resources.
“World's Most Ethical Companies” and “Ethisphere” names and marks are registered trademarks of Ethisphere LLC. Arthur J. Gallagher &

Co. named one of the World’s Most Ethical Companies® for 2021.
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